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Abstract:
Over the past years, the deployment of sensor networks into industrial environments
attracted a lot of business domains. Therefore, an increasing number of applications are
developed, ranging from defence and public security, to energy management, traffic control
and health care. Sensor networks are particularly interesting due to their ability to control
and monitor physical environments. Nevertheless, several technical (e.g. remote
management, deployment) and security-related (e.g. user’s privacy, data confidentiality
and reliability) challenges deter that integration. The TWISNet (Trustworthy Wireless
Industrial Sensor Networks) project aims at supporting and securing the integration of
sensor networks into large scale industrial environments.
The present deliverable focuses on designing a framework for identity management,
authentication and access control in industrial Wireless Sensor Networks. In such a
framework, sensor nodes acquire pseudonymous identifiers to hide their real identity.
Based on this identity model, nodes should still be able to authenticate and access the
network, while supporting node mobility. After gaining access to the network, routing and
packet forwarding decisions should be performed in a secure and energy-efficient manner.
To build such a framework, the state of the art of solutions and techniques from literature
works, collaborative projects, existing standards and available commercial products is first
reviewed. From this state of the art study, the security modules for the identity
management framework are identified, specifically ID randomization and resolution,
authentication, network access control, mobility management, secure routing and packet
forwarding modules. Then, an architecture describing these security modules and their
connections is presented. Finally, a detailed technical description of tasks, actions and
protocols is provided for each of the security modules.

Keyword list:
Security, privacy, pseudonymity, authentication, network access control, mobility
management, routing, packet forwarding
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1. INTRODUCTION
This deliverable is produced within task 3.2. It addresses the design of security services
related to identity management, authentication, and network access control where security is
not the only design factor, as performance and particularly energy efficiency are to be taken
into great consideration.
The starting point is a review of existing solutions and techniques with respect to efforts in
the research literature, collaborative projects results, existing standards, and available
commercial products, presented in chapter 2.
Chapter 3 describes the architecture with a set of modules that compose the addressed
framework, which are: ID randomization and resolution, authentication, network access
control, mobility management, secure routing and packet forwarding modules. The
architecture shows the interactions between the identified modules within the TWISNet
framework and other modules from the framework.
A detailed description of these security modules is given in chapter 4. In particular, the
actions and tasks achieved by each module are specified, along with the protocol and
technologies to be used to realize them.
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2. STATE OF THE ART
This chapter reviews existing solutions that provide privacy, authentication and network
access control in an industrial Wireless Sensor Network. It organizes the reviewed security
solutions into those derived from research literature works, collaborative projects results,
existing standards, and commercial products.

2.1 Research literature
2.1.1 Private identities
2.1.1.1 Pseudonymity
Privacy protection for WSNs may arise beyond data content and may focus on context
information such as sensor ID and its location.
Several solutions aiming at hiding sensor ID have been proposed in the literature. A naive
solution consists in encrypting sensor IDs with pair-wise keys shared between
communicating sensors. This solution prevents the disclosure of sensor IDs; but, it incurs
costs to sensors with respect to their CPU usage since each intermediary sensor must
decrypt and then re-encrypt ID information. Moreover, data transmissions experience longer
delays.
To ensure concealment of sensor ID, several solutions suggest using pseudonymous IDs.
Sensor pseudonyms should be frequently changed; otherwise, an attacker can infer the true
ID behind a pseudonym by linking location and/or time information to the static pseudonym.
The authors of [23] have proposed the Simple Anonymity Scheme (SAS) where sensors
draw their pseudonyms from contiguous ranges of pseudonyms pre-assigned to them before
deployment. After deployment, each sensor associates each pseudonym range with one of
its neighbors. Whenever, the sensor wants to send a message to its neighbor, it uses a
random pseudonym from the appropriate range.
The authors have also proposed a second anonymity scheme called the Cryptographic
Anonymity Scheme (CAS) [24]. In this scheme, sensors securely share the information
related to a keyed hash function used to generate pseudonyms. When compared to the SAS,
the CAS is more computationally expensive in exchange for memory efficiency.
In [2], two methods based on one-way hash chains have been described to dynamically
change sensor IDs. The second method uses the chain in the reverse order. The advantage
of these methods over CAS [24] is that, if the keys are compromised, the attacker cannot
reveal the old pseudonyms. For the second method, it cannot impersonate the sensor,
neither.
The proposed solution in [25] has the particularity to counter Sybil attacks where a sensor
makes use of multiple identities to launch attacks. The solution relies on a certification
authority (CA) only to bootstrap a domain of identities for sensors. Then, sensors can issue
by themselves multiple self-certified pseudonyms, based on CA’s certificates. This solution is
suitable to be deployed in a Wireless Sensor Network in an infrastructureless mode where
sensors communicate only with each other.
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Even with frequently changing pseudonyms, attackers can correlate different pseudonyms of
a given mobile sensor based on mobility patterns. To reduce the effectiveness of such
correlations, silent periods [26] can be introduced, whereby sensors intentionally do not
transmit between different sessions.
Alternatively, as a spatial version to silent periods, mix zones [27] reduce correlations
between two pseudonyms of a mobile sensor. A mix zone is a spatial region, in which
sensors do not transmit. When an attacker detects a mobile sensor entering a mix zone, it
cannot distinguish this sensor from any other sensors emerging from the mix zone.

2.1.1.2 Anonymization techniques
Privacy can be protected through the use of anonymization techniques. Anonymization
should be assured at the communication layer for providing protection against traffic
analysis.
Wadaa et al. propose a dynamic virtual infrastructure for sensor networks and an energyefficient protocol that assures the anonymity of the infrastructure [1]. The protocol provides
structure anonymity, which refers to the anonymity of any network communications or
infrastructure operations, which can be observed from the exterior of the network. The
authors propose an efficient scheme for managing the anonymity of the coordinate system,
cluster and routing structures while the network is in the setup phase. The sensor nodes
obtain information about the virtual infrastructure in a secure manner and the sensor nodes
remain silent during network setup in order to minimize communication.
Ouyang et al. developed two methods to provide anonymity through one-way hash chain that
is used to change the identity of sensor nodes dynamically [2]. The two schemes are
Hashing-based ID Randomization (HIR) and Reverse Hashing-based ID Randomization
(RHIR). In HIR, each sensor node uses one-way keyed hash chain to produce its ID. In RHIR
the IDs are assigned backwards from the end of the chain to the beginning, in order to
improve the security of the scheme. The scheme is able to provide anonymity even in the
case when the shared secret keys are obtained by an attacker.
Mitseva et al. propose privacy protection mechanisms for hybrid hierarchical WSNs [3]. Their
contributions are context aware privacy protection mechanisms and trust establishment
mechanisms for hybrid hierarchical architectures. The anonymity of level 2 nodes is
protected using the context mix concept. This context mix concept provides anonymity
through the change of identifying information in specific situations.
Sheu et al. designed an Anonymous Path Routing (APR) protocol for sensor networks, in
which data is encrypted using pair-wise keys and kept anonymous between neighbour
nodes, and between source and destination nodes in multi-hop environments [4]. APR
includes three anonymization schemes: anonymous one-hop communication, anonymous
multi-hop path routing and anonymous data forwarding. In the anonymous one-hop
communication, each node generates two identities for each link with a neighbour. The
anonymous multi-hop path routing finds a two-way path in an anonymous way and assigns a
pseudonym to this path, the PathID. The anonymous data forwarding uses the PathID in
order to forward packets anonymously.
SHALON is a lightweight anonymization technique based on open standards developed by
Panchenko et al. [5]. The technique is based on onion routing and tries to reduce complexity
while achieving high bandwidth. The fact that is based on standardized protocols makes
Shalon easier to understand, develop and deploy. Shalon uses out-of-the box nested TLS
connections to establish anonymous communications on top of HTTP/SSL suite.
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Zhang et al. designed a Secure Anonymous Path Routing Protocol for WSNs that provides
routing anonymity, location privacy, source and destination identity confidentiality and
provides backward and forward security [6]. The protocol has been designed with reduced
computational complexity in order to be appropriate for sensor networks. For this reason, a
symmetric key is used instead of asymmetric keys and the modular exponentiation operation
is replaced with the exclusive OR operation.
Buttyan and Holcze propose a private aggregator node election protocol, a private data
aggregation protocol and a private query protocol, which protect the identity of the
aggregators from external malicious nodes or compromised nodes [7]. In the election
protocol, each node takes the local decision whether to become an aggregator based a
probabilistic method. After that, through an anonymous veto protocol, the other nodes learn
about the existence of at least one aggregator in the cluster, but they do not know its identity.
This measure of safety protects the aggregator nodes against the compromised nodes.
The aggregation protocol uses a specific broadcast communication scheme, in which the
cluster nodes form a ring and the packets go around the ring and are aggregated by the
aggregator nodes. The query protocol responds to queries from the base station without
revealing the identity of the aggregator nodes: a query token goes around the ring and each
non-aggregator node adds some noise and the aggregator nodes adds noise and the data
result. The base station knows how to obtain only the data from the token.

2.1.2 Authentication and access control
2.1.2.1 Authentication mechanisms
In WSNs, authentication schemes are generally based on simple symmetric cryptographic
primitives to be suitable for sensor networks with low computational resources. Schemes
have been proposed for authentication that takes place between a sensor node and a mobile
agent or between two neighboring sensor nodes.
The authentication scheme may rely on a centralized trusted authority, similar to Kerberos.
As proposed in [28], the authentication scheme allows the mutual authentication between a
mobile user agent and a sensor node. The scheme adopts the Kerberos-like protocol;
however, it does not require synchronization. Instead, the scheme depends on the internal
clock counter at the sensor node. Additionally, the scheme provides privacy protection, since
user identity is not exposed, based on a hash function and a fresh random number.
For authentication between sensor nodes, the protocol in [29] allows nodes to authenticate to
their neighbors based on challenge-response tuples that are pre-calculated beforehand with
a key that is later erased. It uses a key hash chain for authentication of nodes like in TESLA
(version adapted to WSNs [38]); but, it does not require time synchronization between nodes.
The scheme is based on cheap computation operations (hash functions, symmetric
encryption) and requires storage space proportional to the number of nodes. The proposed
protocol is therefore designed for poorly dense networks and static or quasi-static scenarios.

2.1.2.2 Mobility-support for authentication
When a sensor node moves from a given position where it has already authenticated to the
network to another new position, it should perform again an authentication procedure in order
to get access to the network. Generally, the authentication procedure caused by user
mobility is called re-authentication.
The Proactive Key Distribution (PKD) approach proposed in [49] to render re-authentication
fast within IEEE 802.11i authentication framework introduces a data structure, named
Security:
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Neighbor Graph, which dynamically tracks the potential APs, to which a station may handoff
to. In the PKD approach, the AAA server and the potential AP establish pairwise master keys
(PMKs) before the re-association. This approach is enhanced in [50] using IEEE InterAccess Point Protocol (IAPP) [72] context transfer in order to perform a pre-distribution of
pairwise transient keys (PTKs). The station will use these keys to temporarily re-associate
with a target AP. After that, the station engages immediately a PKD authentication with its
new access point, while continuing its data transmission. The pre-distributed PTK keys are
computed by the serving AP and sent to the target AP. To remediate this security issue, the
PKD approach is further enhanced with a ticket-based approach, whereby the station
generates by itself the PTK keys and securely sends them to the target AP through the
serving AP. This enhancement does not introduce very much of signalling overhead
compared to the PKD pre-authentication approach, while ensuring the conformance with the
IEEE 802.11i security requirements.
The paper [51] proposes a ticket-based approach (similar to Kerberos) that allows the fast reauthentication of a mobile node with its target access network. The mobile node creates a
ticket containing a protected master key that will be shared with the target access router. The
ticket will be sent through a handover notification message to the current access router and
will be forwarded proactively by this latter to the target access router. The mobile node reauthenticates with the target access router by proving knowledge of the ticket’s content. The
proposed approach defines an additional RADIUS attribute and uses the optional data field
of EAP-Identity-Messages.
The authors of [46] propose another ticket-based fast authentication protocol, with which
network clients authenticate simply to mesh access points without involving the
authentication server. The protocol uses a type of tickets called “transfer tickets” generated
by one of the mesh access points to some client that dispenses that client from reauthenticating to a new mesh access point. By avoiding multi-hop authentication, the reauthentication protocol is faster and even has been demonstrated to be outperforming the
EAP-TLS protocol of IEEE 802.11s. The protocol relies on the assumption that the
authenticators are static nodes and share pair-wise keys with each other. These keys are
used to secure the transmission of security information for ticket validation.
The authors of [47] propose to use membership verification for re-authentication. Based on
the BGN homomorphic encryption scheme [48], verification of membership is handed out to
cluster heads without revealing the secret information shared by the service provider. Even
though, the approach provides mutual authentication and non-linkability between user
sessions, it is computationally expensive from the cluster head side (exponential operations
for large number of sensor nodes).
Mobile nodes may migrate into foreign domains. In the absence of a single authentication
server, it is a challenge to provide re-authentication of mobile nodes in a multi-domain
context.
The Efficient Mobile Authentication (EMAS) scheme proposed in [53] is based on a trust
delegation approach as in [54] where a mobile station (MS) registered to a home location
register (HLR) proves its registration to a visited location register (VLR). The scheme does
not assume honest VLR compared to [54]. The MS shares a secret with its HLR that is used
to prove its registration to the HLR. The MS sends a signed message to the VLR that can be
verified based on a public certificate published by the HLR. Then, the VLR requests a
communication key from the HLR after being authenticated to it. Off-line authentication can
be provided if the HLR sends some information (i.e. tokens) to both, the MS and the VLR,
before leaving. The EMAS scheme is efficient since it reduces the number of exchanged
messages, but it does not support the authentication of the VLR by MSs.
Security:
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The protocol proposed in [52] is a security protocol that allows mutual authentication
between a mobile user and a foreign network server using a self-verified token generated by
its home network server; thus, avoiding DoS and deposit attacks. The protocol is based on
elliptic curve cryptography and endeavours to shift most of computation operations from the
mobile user side.

2.1.2.3 Access control techniques
In WSNs, it is critical to restrict the network access only to eligible sensors, while messages
from unauthorized nodes will not be forwarded. Otherwise, the network may be vulnerable to
DoS attacks that aim to deplete the resources of sensor devices.
In the secure network access system in [30], nodes establish pair-wise keys using a selfcertified Elliptic Curve Diffie-Hellman (ECDH) key exchange protocol. The protocol is
supplemented with a polynomial-based weak authentication scheme in order to mitigate DoS
attacks. Network access maintenance is provided using Subset Difference Method (SDM)
that allows the controller node to update the group key using a small subset of keys that
cover the eligible nodes. The method is stateless since a node is able to decrypt future group
keys even if it misses the current round of key update packets. It may even recover the
current key without waiting the next round. The group key update method is further
customized using Merkle hash trees for packet construction and one-way key chains
organizing network access control keys.
Network access schemes have been proposed at lower layers. For instance, the LHAP hopby-hop authentication protocol [31] resides between the network layer and the data link layer,
which makes the protocol transparent and independent of the used routing protocol. With
LHAP, a node joining the network needs to perform first TESLA localized broadcast
operations to bootstrap trust relationship with its neighbors; though digital signatures are
required to bootstrap a TESLA key chain. Then, the node switches to one-way key chains for
traffic authentication. The protocol assumes loose time synchronization between all nodes,
since it relies on TESLA.
The Lightweight Inter-layer Protocol (LIP) [32] is another hop-by-hop authentication protocol
for network access control that relies like LHAP on local broadcast authentication. In LIP,
nodes share cluster keys with their immediate neighbors. To avoid impersonation attacks,
the protocol is used with other three techniques: one-time-cluster key, random neighborship,
and neighborship estimation. The one-time cluster key technique is provided with one-way
key chains. Impersonation attacks are thwarted by the triangular inequality of transmissions,
if the sender is still in the transmission range of the receiver. In the second technique, the
receiver verifies the authenticity of the received message with certain probability, using the
pair-wise key shared between the sender and the receiver. In the third technique, verification
is not performed randomly, but rather based on the knowledge of neighbors’ locations.
The responsibility of access control can be delegated to a coalition of nodes close to the new
comer. In [33], a threshold number of them enable the new comer and its intermediary
neighbor to authenticate to each other and at the same time compute a shared symmetric
key. The proposed scheme is based on Shamir’s secret sharing. Since, polynomials are
considered to be a lightweight class of functions, the scheme achieves low computation
complexity. Communication usage is relatively high, because several nodes are involved in
the authentication communication process, whereby a request packet is broadcasted and
then multiple response packets are received in unicast. Moreover, the proposed protocol
assumes that the network is already bootstrapped with an alternative authentication scheme.
Security:
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2.2 Collaborative projects
2.2.1 Private identities
2.2.1.1 Pseudonymity
The Pseudonymization of Information for Privacy in e-Health (PIPE) project developed a
system for the pseudonymization of health information, which securely integrates primary
and secondary usage of the data [8]. It is based on an innovative concept for data sharing,
data recovery and authorization in health care [9]. Data recovery mechanism allows the
recovery of access to data when the security tokens with the keys are lost or stolen [10]. The
patients are in full control of their data and who can access it; therefore, their privacy is
assured.
Future of Identity in the Information Society (FIDIS) is a NoE (Network of Excellence)
supported by the European Union under the 6th Framework Programme for Research and
Technological Development within the Information Society Technologies (IST) priority in the
Action Line: “Towards a global dependability and security framework”. FIDIS has been
finalized in 2009 and provides research results regarding virtual identities [11].Virtual
identities are used to provide pseudonymity and anonymity and have many use cases, from
security to entertainment. The pseudonym represents the identity of the virtual person. In the
case when a virtual person can be associated with a physical person, the pseudonym is the
virtual identity of that physical person. When the virtual person cannot be associated with the
physical person, the pseudonym provides anonymity for that physical person.

2.2.1.2 Anonymization techniques
The Phantom Project [34] aims at decentralized anonymization of network traffic. The
protocol consists of three different parts. The first part is related to routing paths: exit paths
for outgoing connections into the network, and entry paths that are used to accept incoming
connections from the network. Routing paths consist of nodes connected to each other with
SSL-connections. There are two types of nodes participating in routing paths: those that are
used to help in path construction and those that will be added to the actual path. The second
part of the protocol concerns the routing tunnels that are initiated by the owner of an exit
path. Its request will be sent until the exit node that will try to connect to the entry node
owned by the destination node. The third part that renders the protocol completely
decentralized consists of a distributed hash table containing various information, in particular,
a mapping that makes it possible to get the entry nodes for an AP-address and information
describing other Phantom nodes (IP-addresses, ports along with their certificates).
The Invisible Internet Project (I2P) [35] is a peer-to-peer distributed communication layer
network that applications can use to anonymously and securely send messages to each
other. I2P is based on Layered-encrypted tunnels. Another layer of end-to-end encryption is
required. Messages can be sent only in one way using outbound tunnels. To send messages
back, an inbound tunnel is required. Each tunnel consists of a selected list of routers that has
been made available by a network database (netDb). These routers are selected based on
their behavior (e.g., latency, capacity, reliability to failures), that is constantly profiled by I2P.
NetDB relies on a set of I2P routers that are organized based on the Kademlia algorithm to
share network metadata, such as the information necessary for contacting a particular router
or a particular destination. I2P is an unreliable-unordered-message based system, since it is
an UDP-based transport system; even if it uses Secure Semi-reliable UDP (SSU).
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I2P operates in a similar manner to the Phantom project. Like the Phantom project being
intended for peer-to-peer networks, anonymity in I2P incurs large overhead for the network,
routers and end-to-end nodes.

2.2.2 Authentication and access control
2.2.2.1 Authentication mechanisms
Ubiquitous Sensing and Security in the European Homeland (UbiSec&Sens) is a Specific
Target Research Project (STReP) completed in 2008 in the thematic priority “Towards a
global dependability and security framework” of the EU Framework Programme 6 for
Research and Development. UbiSec&Sens develops an architecture for medium and large
scale WSNs that are secure and trusted for all applications [12]. The project provides a
complete security toolbox and includes efficient authentication protocols. The designed
protocols are specific to certain applications and then develop a universal solution by
combining the different schemes. They also investigate the possibility of data aggregation
when using Message Authentication Codes (MAC) [13].
Automated VAlidatioN of Trust and Security of Service-oriented Architectures (AVANTSSAR)
is a FP7 STREP project that has been completed in 2010 and worked on developing the
AVANTSSAR Validation Platform [14]. This platform is an automated toolset that can be
used to validate security and trust for service-oriented architectures. The project has also
produced a library of validated composed services and service architectures. AVISPA tool is
used for the examination of the SIP authentication method [15].
Secure Embedded Platform with advanced Process Isolation and Anonymity capabilities
(SEPIA) is a Research and Development project ending in 2013 co-financed by the
European Commission through the 7th framework programme. SEPIA works on the
development of secure mobile and embedded computing systems [16]. The project aims to
secure mobile platforms and develop cryptography and privacy technologies. Therefore, its
purpose is to define the next-generation security architecture for mobile and embedded
systems. It has been developed a Lightweight Anonymous Authentication using TLS and
DAA for Embedded Mobile Devices [17] that provides device authentication against the
collusions generated by a malicious service. Also, it has been designed an Anonymous
Client Authentication for TLS that allows the establishment of anonymous authentication
using secure channels [18].

2.3 Standards
2.3.1 Private identities
2.3.1.1 Pseudonymity
The IETF RFC 4941 [43] on Privacy Extensions for Stateless Address Auto-configuration in
IPv6 defines a mechanism that allows a node to "create additional addresses based on a
random interface identifier". This mechanism guarantees the quasi-randomness of the newly
created temporary addresses. Temporary addresses have a certain lifetime: a new one has
to be created and used for new connections after the former expires. An expired temporary
address will still be used to exchange data as part of a pre-existing connection. The
frequency at which temporary addresses change depends on how often the RFC4941compliant device initiates connections. A default value of 1-day is suggested. A notable
impact on the bootstrapping procedure is the following: a (quasi-)random value must be
generated upon node bootstrapping, which may require fair randomness generation property
on sensor nodes.
Security:

Page 16 of 48

FP7-ICT-Contract 258280
Deliverable: Specification of a framework for identity management, authentication and
access control

The section 12 of IETF RFC 3315 [44] on Dynamic Host Configuration Protocol for IPv6
(DHCPv6) defines a mechanism for the "Management of Temporary Addresses" by which a
client may request the assignment of a temporary address. This mechanism may be used for
location privacy purpose.
The use of 5.9 GHz DSRC (5GHz: Dedicated Short Range Communication) technology for
CALM (Continuous Air interface for Long and Medium distance) is said in [45] to provide a
location privacy for anti-tracking protection system, based on MAC address randomization.
Cross-layer synchronization of the anonymization system is suggested by the mention that
"security certificates may also be periodically changed".

2.3.1.2 Anonymization techniques
IP Flow Anonymization Support is an IETF RFC 6235 that presents techniques for
anonymizing the fields of IP flow data and the parameters required for each anonymization
technique [19]. The techniques for IP Address anonymization are: Truncation, Reverse
Truncation, Permutation and Prefix-preserving Pseudonymization; for MAC Address
anonymization are: Truncation, Reverse Truncation, Permutation and Structured
Pseudonymization; for Timestamp anonymization: Precision Degradation, Enumeration, and
Random Shifts; for Counter anonymization: Precision Degradation, Binning, and Random
noise addition and the anonymization of Other Flow Fields: Binning and Permutation.

2.3.2 Authentication and access control
2.3.2.1 Authentication mechanisms
Standards like ZigBee and Bluetooth use symmetric encryption for authentication. In the
Mutual Entity Authentication (MEA) protocol of ZigBee 2007 [36], an initiator two nodes
mutually authenticate each other based on a secret key (NK). The devices authenticate each
other by using random challenges with responses based on a NK.
The mutual authentication mechanism used by Bluetooth [37] relies on the exchange of
random numbers as challenges and their encryption with SAFER+ (E1) using the unit key
shared beforehand. The random numbers and addresses are exchanged in plaintext.

2.3.2.2 Mobility-support for authentication
The IETF RFC 5836 [41] on EAP Early authentication aims at making EAP client's reauthentication quicker upon roaming from one access point to another. Horizontal context
transfer is quickly reviewed, and discarded for security reasons. Vertical handover is
considered interesting, and studied in detail. Three early authentication models are detailed,
in which a Mobile Device (MD) initiates authentication to a Candidate Attachment Point
(CAP) while still attached at a given Serving Attachment Point (SAP):
 Direct pre-authentication model: direct authentication between MD and CAP through
SAP. MDCAPServer
 Indirect pre-authentication model: communication occurs between MD and SAP,
because direct communication between MD and CAP is not possible.
MDSAPCAPServer.
 Authenticated anticipatory model: there is no trust relationship between SAP and CAP,
and
pre-authentication
traffic
has
to
go
through
the
EAP
server.
MDSAPServerCAP.
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The IETF RFC 5873 [42] on PANA pre-authentication support defines extensions to the
PANA protocol to carry EAP messages related to pre-authentication. It is supposed to work
in the direct pre-authentication model as defined in RFC 5836 and therefore describes
exchanges between the PANA client and a candidate PANA authentication agent.

2.4 Commercial products
2.4.1 Private identities
2.4.1.1 Pseudonymity
Nym is a product that can offer practical Pseudonymity for Anonymous Networks [20]. It
allows pseuodonymous access to Internet services through anonymizing networks such as
Tor. The application builds a peseudonymity system based on blind signatures. The client
uses a browser-based application to obtain the blind token through a TLS client certificate.
The pseudonymous credential system has been developed to be used without an
infrastructure from the government or industry. The application can be efficiently used to
provide privacy protection for clients and abuse resistance for servers.

2.4.1.2 Anonymization techniques
Tor [39] is “a network of virtual tunnels that allows people and groups to improve their privacy
and security on the Internet”. TOR operates in an overlay network of onion routers that
employ encryption in a multi-layered manner. Each node periodically negotiates a virtual
circuit through the Tor network. Tor does not protect against monitoring of traffic at the
boundaries of the Tor network. Besides, Tor has not been yet adapted to the WSN context.
On the Internet, Anonymizer [40] allows surfing users to connect to the Anonymizer system
through VPN and replace their IP address with new non-attributable ones. The system
provides robust anonymity thanks to a secure IP rotating technology. The system provides
also anonymous activities over wireless connections. The web site of the system does not
give very much information about how the system works in this case; but clearly connections
are redirected through VPN to replace IP addresses with anonymous ones.

2.4.2 Authentication and access control
2.4.2.1 Authentication mechanisms
The ultra low-power Atmel ATSHA204 is the first authentication device that contains a 4.5
Kbit EEPROM for secure storage and a hardware SHA-256 accelerator for the crypto
algorithm [21]. The device is a member of Atmel CryptoAuthenticationTM family and has
optimized hardware security features that allow the authentication of objects, control the
OEM supply chain, prevent software piracy and protect sensitive data. The product has the
ability to generate, store and transfer secret keys in a secure manner and uses 256-bit keys
for enhanced security. It allows the application developer to implement authentication check
without cryptography knowledge. The device also includes a high-quality random number
generator, which can be used in anti-replay mechanisms.
MAXQ1004 is a low-power 16-bit microcontroller that provides secure authentication to
applications [22]. The microcontroller integrates a true random-number generator (RNG) and
a high-speed AES encryption engine that uses keys of 128, 192 and 256 bits. It provides
resistance against analytical and cryptanalysis attacks. It enables secure authentication that
is used for protecting revenue streams, validating peripherals and implementing secure
communication schemes. Other feature is that it consumes only 300nA in the lowest power
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stop mode. The MAXQ1004 with 0.1 duty cycle will consume a 64mAh battery in 1.8 years
and with 0.01 duty cycle in 10 years.

2.5 Summary
To protect the privacy of sensor nodes, their identity is the foremost element that should be
hided. Each sensor node should use a pseudonym instead of its real identity. It should also
frequently change such pseudonym to avoid being tracked. In this sense, several
pseudonym-based approaches with a resolution mechanism, relying on computation or
storage resources, have been proposed particularly in the literature. Even though, in these
approaches, the use of pseudonyms may concern some specific layer sensor ID (e.g., IP or
MAC addresses), it should be applied at all layers and cross-layer synchronization should be
supported. Even security certificates should be periodically changed as suggested by CALM.
Anonymization mechanisms can be used to provide traffic privacy and protect against
attacks. Several solutions that provide anonymity are described in the research literature and
collaborative projects. Most of the described solutions for anonymization techniques are
generally intended for the Internet and incur huge overhead in the network, which makes
them difficult to be efficiently applied into the context of Wireless Sensor Networks.
Before gaining access to the network, sensor nodes are authenticated. The protocols that
have been proposed in the context of Wireless Sensor Networks use low computation
schemes like symmetric cryptographic schemes a la Kerberos or TESLA-inspired hash
chains. Authentication is generally provided end-to-end between the node and the
authentication server. On the other hand, network access control techniques allow the hopby-hop authentication of sensor nodes in the network. In the literature, the majority of these
techniques rely on lower layers; which make them transparent to the used routing protocol.
Nodes agree on pair-wise keys based on these techniques to establish security associations.
When a mobile sensor node that has authenticated to the network, moves to a different
location, it needs to re-authenticate. To render re-authentication faster, security contexts
(e.g., keys) generated by the current network or security tickets proactively computed by
mobile nodes are transferred to the new network. Some approaches in the literature propose
even to delegate the authentication process to cluster heads through the use of security
tickets or by membership verification without involving the authentication server. Reauthentication through anticipation has been also applied to the EAP protocol and specified
by IETF through different models depending on the trust relationships and connectivity
between the mobile node, and the old and the new attachment points.
A suggested approach to the identity management framework is to focus on privacy
protection through the use of frequently changing pseudonyms and their associated
resolution mechanism. Authentication and access control mechanisms should support multihop communication and the mobility of nodes in single or multi-domain contexts through fast
re-authentication mechanism. Within these different contexts, secure and fair routing and
forwarding of packets are to be provided in an energy-efficient manner in the network.
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3. ARCHITECTURE
This chapter gives an overview of the architecture that will be used in task 3.2. The
architecture consists of modules grouped into subsystems and distributed within data or
control planes. A short functional description of each one of these modules is provided also
in this chapter.

3.1 Overview
Task 3.2 in TWISNet addresses the identity model, as well as the authentication and network
access control procedures where TWISNet identifiers will be used. The use of pseudonyms
is considered when devising the identity model to protect sensor privacy. Additionally, the
authentication and access control procedures provide support for node mobility. The mobility
aspect with energy efficiency focus is also handled when providing secure routing in the
network.

3.2 Presentation
The proposed architecture for this task consists of a set of sensors, a Gateway, and a Trust
Center. The architecture adopts a modular design by dividing the task into separatelydesigned modules. Each entity holds a set of modules as illustrated in Figure 1.

3.1 Modules Description
3.1.1 Authentication and access control
Authentication and access control are mandatory procedures in the four scenarios as
described in D2.1 [55]. Both are needed whenever a device would like to access the network.
These procedures assume that devices have the necessary credentials (e.g., keys, tokens)
to authenticate and access the network. These credentials are obtained from the
bootstrapping procedure. They should also take into account the dynamic virtual identities of
devices.
The subsystem comprises three modules. The first one consists of the authentication of
network devices by an authentication server. The second module considers controlling
access of these devices to the network. Finally, the third module deals with the fast
authentication of mobile devices that regularly attach to new PANs.

3.1.1.1 Authentication
This module is composed of a client module at the sensor side and a server counterpart at
another sensor side or at the Trust Center side, which communicate with each other through
the network. Even though, this module proposes a mutual authentication procedure at both
sides, the client and the sever modules may not be implemented similarly. For example, the
server module may additionally include distribution of keys for network access.
This module interacts with the key management module at each side to retrieve the required
credentials. It also interacts with all modules in the ID privacy subsystem in order to handle
the dynamic use of pseudonyms by sensors instead of their real identities.

3.1.1.2 Network access control
This module allows the authentication of a sensor to its one-hop neighbor. The module is
composed of similar counterparts at both sensors.
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This module interacts with the key management module for key retrieval by sensors, and all
modules in the ID privacy subsystem in order to handle sensor pseudonymity. It may closely
interact with the authentication server module to remotely retrieve the network access control
keys.

3.1.1.3 Mobility management
This module is built as a complementary extension to the authentication module. It supports
the fast re-authentication of mobile sensors. The module is relevant for scenario 1 “sensors
attached to a person moving from PAN to PAN”, since sensors, as described in D2.1 [55],
frequently re-authenticate to new PANs that do not share the same keys. The module is also
recommended for scenario 3, “sensor networks for the monitoring and control of an industrial
process”, that considers mobile devices. Remote provisioning of keys and the anonymization
of sensors are key issues in this module.
The fast re-authentication may be triggered proactively from the Trust Center or from the
sensor itself based on context transfer. The Trust Center may hold a database containing the
positions of mobile sensors and the potential PANs to which they may attach.
As the previously described modules, this module interacts with the authentication module,
the key management module and all modules in the ID privacy subsystem.
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Figure 1. TWISNet architecture for task 3.2
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3.1.2 ID privacy
To protect the privacy of sensors, the latter use randomly generated pseudonyms instead of
their real identities. ID privacy modules are recommended for the four scenarios described in
D2.1 [55]. The subsystem should operate at several layers, since ID randomization is needed
not only for application addresses, but also for IP and MAC addresses.
This subsystem needs either security credentials or secret storage or both to enable the
generation of new identities. It may have then to interact with the key management module. It
also interacts with all modules in the authentication and access control subsystem.
The subsystem comprises there modules that have interactions with each other. Only the ID
randomization and ID resolution modules are presented in this deliverable. The privacy
manager module is described in D3.3.1.

3.1.2.1 ID randomization
This module allows the sensor to generate random pseudonyms as frequently as required.
The module is recommended for scenarios 1, 2, and 3 described in D2.1 [55] where the data
measured by sensors should be anonymized. The module uses security credentials (e.g.,
keys) to generate cryptographic pseudonyms or secure storage to retrieve pre-computed
pseudonyms. These pseudonyms are used at multiple layers. Cross-layering interface is
then needed for this module.
This module may interact with the key management module. It interacts with all modules in
the authentication and access control subsystem and also all modules in the ID privacy
subsystem.

3.1.2.2 ID resolution
This module is associated with the ID randomization module. It allows the sensor to resolve
the received pseudonym and securely associate the pseudonym with the real sensor ID. It
may use the same credentials or secure information as the ID randomization module. It may
also use cross-layering capability; otherwise pseudonym resolution can be performed
independently at each layer.
The module may interact with the key management module, and will clearly interact with all
modules in the authentication and access control and ID privacy subsystems.

3.1.3 Secure routing
The secure routing subsystem is dedicated to energy-efficient, secure and fault-tolerant
transport of data packets in the network including multi-owner systems. On the one hand,
there is a need to establish a routing that especially fits the needs for energy efficiency,
security and resilience, i.e. low latency in emergency situations, in any kind of network.
Additionally, in a multi-owner network, the rights of various services to access the resources
of the network need to be managed. Nodes from one service can route the packets of
another with no direct benefit to services of the node routing the packet. Therefore, metrics
have to be generated locally and over the network to allow decisions about optimal routing
paths. Although the TWISNet framework is established between network layer and
application layer, additional functionality has to be integrated with respect to the network
layer. To separate functionality, two modules have been established as addons for an
existing routing protocol. The Secure Routing Protocol (SRP) module is responsible with
collecting routing relevant information and sending it to routing calculation instances. So this
module may be quite independent of the used network stack and may be also used in
conjunction with other routing protocols, e.g. RPL. The Packet Forwarding (PF) module is
Security:

Page 22 of 48

FP7-ICT-Contract 258280
Deliverable: Specification of a framework for identity management, authentication and
access control

responsible for calculation and establishment of the routes based on the information
gathered by SRP and forwarding the packets on these routes. Using these two modules, the
establishment of dedicated routes for certain services is provided.

3.1.3.1 Secure routing protocol
Using the Secure Routing Protocol, a local evaluation of routes to the neighbors shall be
applied in terms of metrics as energy consumption and security. Therefore, links to the
neighbors as well as local parameters of nodes are analyzed and sent to one or more routing
calculating instances. The packet calculating instance, i.e. realized by the Packet Forwarding
module, uses the metrics to calculate optimized routes. SRP is designed to work with other
packet calculating instances, e.g. the routing calculation realized by the RPL protocol.

3.1.3.2 Packet forwarding
The Packet Forwarding module is responsible for performing packet forwarding towards the
destination. Therefore, at routing calculation instances, routing decisions based on local
evaluation by the Secure Routing Protocol module and, if available, further information (e.g.
global evaluation based on the network access control and connection sharing modules) are
calculated and propagated to the nodes. Establishment as well as maintenance of the routes
is the main task of this module.
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4. MODULES TECHNICAL DESCRIPTION
This chapter describes the technical solutions for the implementation of the modules
proposed in task 3.2. The credentials (i.e., keys, security parameters) produced during
authentication are used to enforce network access control module and provide privacy
protection through ID randomization and resolution. Secure routing module in close relation
to packet forwarding module, distributes locally-generated metrics of performance and
security to make decisions on whether or not to forward packets.

4.1 Authentication and access control
This subsystem is concerned with authentication, re-authentication (due to mobility), and
network access control procedures that are performed whenever a sensor node accesses
the network. This subsystem is composed of three modules that interact with each other.
Authentication should be provided not only for a static sensor node, but also when the node
moves within the same PAN, or from PAN to PAN within the same administrative domain or
even across different domains. The establishment of network access control enforcement
points follows the authentication procedure and uses the credentials (e.g., pre-shared keys)
provisioned after authentication.

4.1.1 Authentication
4.1.1.1 Tasks and actions
Since authentication is performed more often than bootstrapping, the resource constrains of
the devices limit the choice of the authentication protocol, for instance, by favoring symmetric
cryptography-based methods (e.g., EAP-PSK [57]) to asymmetric cryptographic ones (e.g.,
EAP-TLS [56]).
The authentication module allows a sensor node to gain access to the network. It should
provide mutual authentication between the sensor node and the network. This module is
mandatory for the four scenarios.
The authentication procedure occurs between the authenticating sensor node and the Trust
Center i.e., the sensor node is the client side and the Trust Center is the server side.
Authentication may concern a large number of nodes at similar times (e.g., if nodes have the
same mobility pattern, reaction to the same event). In this case, individual authentications
could be regrouped into one authentication exchange, in order to avoid network congestion.

4.1.1.2 Protocol
The authentication is carried out for individual sensor nodes using the usual EAP
authentication protocol. If a bulk of nodes require authentication at similar times, their
authentication is combined in one exchange.
The Trust Center decides whether to perform simultaneous individual authentication of nodes
or grouped authentication:
 Individual authentication: this procedure is the usual authentication procedure. Upon
receiving multiple node authentication requests, the Trust Center can perform the
authentication for each of these nodes simultaneously.
 Grouped authentication: if the Trust Center receives authentication requests from
multiple nodes pertaining to the same group, it may aggregate their authentications in
one exchange. On one side, one common challenge is broadcasted to sensor nodes in a
multicast message using the group identity. On the other side, nodes answer to the
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challenge and their responses are regrouped and sent back to the Trust Center.
Aggregation of nodes’ responses could be aggregated at routers (i.e., 6LoWPAN
routers) back to the gateway. Even with aggregated responses, the Trust Center should
be able to check nodes’ responses in order to authenticate each of these nodes (refer to
Figure 2 for an example of protocol implementation based on EAP-PSK). For instance,
pollution attacks should be mitigated based on lower-layer encryption and limited
aggregation. If group authentication is successful, the Trust Center provisions the
gateway with necessary keying materials specific for each of the authenticated nodes
from the group, in order to enable the network access control module. Otherwise, the
Trust Center will initiate usual individual authentication procedure with each sensor
node.
As for individual authentication, the mechanism of grouping multiple authentications of
devices in one exchange can be applied for fast re-authentication (refer to subsection 4.1.4).

Node ID_1
Knows PSK_1

Node ID_2

Trust center ID_S

Gateway

Knows PSK_1, PSK_2

Knows PSK_2
ID_1, ID_2
ID_S
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Figure 2. EAP-PSK based grouped authentication (2 nodes are authenticated
simultaneously)
The aim of aggregating authentication operations of multiple nodes in one exchange is to
reduce the number of messages exchanged during authentication. As illustrated in Figure 3,
the number of exchanged messages during the grouped authentication is exponentially
reduced compared to the traditional authentication when increasing the number of
authenticating nodes. This result is obtained for two different network topologies (i.e. star and
tree topologies). Reducing the number of exchanged messages allows improving battery life
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Figure 3. Numerical analysis of the number of exchanged messages for authentication
using traditional method and grouped method in two perfect network topologies: a)
star topology and b) tree topology
If the sensor node cannot directly reach the Gateway because, for example, it may not have
a configured global IP address yet, it relies on other nodes from the network to communicate
with the Gateway. A node in the path to the authenticator may play the role of a PANA Relay
Element (PRE) [59], in order to enable PANA messaging between the node and the
Gateway. After a successful authentication, the authenticating node reconfigures its IP
address with an address (Post-PANA Address) that is usable for exchanging messages
through the enforcement points.

4.1.2 Key diversification
The base interaction between the authentication module and the other modules results from
the keys used by these modules that are derived from the key bootstrapped after successful
authentication. The TWISNet modules concerned with this kind of interaction are: the
mediation layer (application), fast re-authentication, network access control, server-assisted
key exchange (SAKE), and ID privacy modules.
The used protocols for authentication are based, for example, on the standard method EAPPSK [57]. The pre-shared key used for authentication is bootstrapped at first during the
device initial authentication based, for instance, on EAP-TLS [56]. Other types of keys used
for re-authentication, network access control, ID privacy, server-assisted key exchange and
application security are also derived. The key diversification process summarized in Figure 4
may employ, as example, the key derivation function proposed in [69].
After bootstrapping, a device derives a shared key with the Trust Center that is used as a
pre-shared PSK key for subsequent authentication. After each authentication, a device
derives a key shared with only the Trust Center (i.e., EMSK). This key is used to derive
application keys (Application Master Session Key-AMSK), and also, as detailed in subsection
4.1.4, fast re-authentication keys within intra-domain and cross-domain settings (i.e., rRK,
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pRK, nKGS). The EMSK key may be also used to derive ID privacy keys (detailed in
subsection 4.2), along with server-assisted key exchange (SAKE) keys (i.e., PKs), as
specified in D3.1.2 SAKE module. With the EMSK, the device derives a key (i.e., MSK) that
is distributed to the Gateway. This key is used to derive keys (i.e., PEMK) to enforce network
access control in the WSN.
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MSK
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PK

Re-authentication

ID privacy

SAKE

rIK, rMSK
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Figure 4. Key diversification in EAP-based protocols

4.1.3 Network access control
4.1.3.1 Tasks and actions
After authenticating the sensor node, the network updates information at its control points.
The proposed solution for network access control relies on cryptographic filtering. The control
points will retrieve the necessary cryptographic materials (e.g. keys, access rights) from the
authentication module. The control points may also require information to resolve
pseudonymous identifiers, if used, by interacting with the ID resolution module.
The network access control enforcement is performed at different points in the network. It
may require different cryptographic materials if these enforcement points are heterogeneous
in terms of resources or pertain to different administrative domains.

4.1.3.2 Protocol
The network access control can be enforced through either link-layer security or upper-layer
security (over the IP protocol). The first approach may rely on group keys or pairwise keys;
while in the second approach, pairwise keys are generally employed. The first approach
provides earlier protection against Denial of Service (DoS) attacks than the second one,
since intermediary devices between the device and the enforcement points in the second
approach route received messages without DoS protection.
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In the TWISNet framework, the proposed approach for network access control relies on linklayer security whereby the network access control is enforced at one-hop from the device.
The upper-layer (e.g., UDP) access control approach will be also investigated. In this case,
the enforcement point can be selected at multiple hops from the device. For example, the
enforcement point role can be played solely by the Gateway (i.e., network access control and
network access enforcement functionalities are collocated), thus providing simplified access
control management.
The keys used are derived by the Gateway and shared between the device and its
corresponding enforcement points. Multiple enforcement points are selected by the Gateway;
thus allowing continued connection of the device, when this latter moves within the WSN. In
order to select the enforcement points for the device, the Gateway may rely on information
collected during the initial authentication of the device e.g., information about the PRE [59],
information from the neighbor discovery phase (e.g. [63]) performed by the device and sent
to the Gateway.
The network access control depends on the result of the authentication. For instance, upon
successful EAP authentication, the Gateway is provided with a master session key (MSK)
from the Trust Center. The key will be used to derive additional keys e.g., PEMK (PaC-EP
Master Key) [60] that are securely delivered to enforcement points in the network. The
distribution of PEMKs to enforcement points may use the mechanism proposed in [68].
MAC Header

Frame
Seq
control number

Addressing fields

Data payload

Auxiliary
security header

Payload

MAC footer

MIC

Frame
Check Seq

Figure 5. Packet format with 802.15.4 AES-CBC-MAC security suite [70]
After being provisioned with cryptographic materials, enforcement points can establish
security associations with the authenticating device. To simplify this process, the device may
just derive locally, from the MSK key, the 512-bit PEMK key from which another 128-bit key
is derived and used by lower-layer security (e.g. 802.15.4 security suites). The device sends
packets with a Message Integrity Code (MIC) appended to each MAC-layer frame. As
example, the device may use the security suite AES-CBC-MAC of 802.15.4, as in Figure 5,
that provides data authenticity. MIC ensures the integrity of the MAC header and the payload
data attached. As discussed in [70], an auxiliary security header is included in the MAC
header that specifies, in particular, a frame counter field that offers a protection against
replay attacks.

4.1.4 Re-authentication
4.1.4.1 Tasks and actions
Some sensor nodes are mobile and move within the same PAN or from one PAN to another
one (e.g. scenarios 1 and 4). Re-authentication and network access control are carried out
more often for a mobile sensor node than for a static one; therefore, these operations should
be realized in a fast and lightweight fashion.
The mobility management module is an optional module that extends both the authentication
and network access control modules. The cross-domain context is supported by the module
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enabling the mobile sensor node to re-authenticate to its home domain through a different
domain network. The mobile sensor node will also be able to securely establish security
associations (SAs) with the sensor nodes from its home domain within a foreign domain
network.
For the mobility management module, four cases are considered:
1) Fast re-authentication of a mobile sensor node to a Gateway: the sensor node moves
within a PAN. The node may connect directly to the Gateway using its allocated IP
address (no need for a PRE [59]). Generally, the node re-authenticates to the Trust
Center through the Gateway. Since, the node has been authenticated to the Gateway
in the past, it may rely on the established SA to proactively request from the Gateway
to provision its new neighbors with the required credentials to establish SAs with
them.
2) Fast authentication of a mobile sensor node to a Gateway: the sensor node moves
from PAN to PAN. Based on ERP/AAK [61], the new Gateway will be provisioned in
advance with the required credentials (derived from pMSK) to authenticate the sensor
node.
3) Fast authentication of a mobile sensor node to a foreign Gateway: the sensor node
moves from one PAN to a new PAN subscribed to a different administrative domain.
Similarly to ERP/AAK, the foreign AAA server will receive initial credentials (i.e.
pMSK) allowing the authentication of the mobile sensor node through multiple
Gateways from the foreign administrative domain.
4) Home network access control through a foreign Gateway: the sensor node moves to
a new PAN from a foreign domain. The PAN may be composed of nodes from the
same domain as the sensor node. The home Trust Center will provide integrity and
confidentiality protected credentials to the sensor node enabling this latter to establish
SAs with its neighbors from the same domain as itself. Based on channel bindings
exchange [62] used to prevent the lying network access server (NAS) problem, these
credentials will be securely provided to the sensor node.
The following sub-section proposes a solution to the fourth case.

4.1.4.2 Protocol
The proposed solution consists of an extension to the authentication protocol, e.g., EAP, that
aims at bootstrapping security associations between a newly authenticated node and those
of its neighbors that belong to the same domain, without letting intermediary foreign entities
gain any knowledge of the exchanged key material.
The solution is made of four phases (illustrated in Figure 6): (1) initially, the joining node
discovers the identities of its neighbors; (2) it then undergoes an unchanged authentication
procedure; (3) this authentication phase concludes with an end-to-end exchange between
the node and the Trust Center; (4) finally, security associations with the neighbors belonging
to the same domain are established.
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Figure 6. Phases of the mobility management protocol
1) Neighborhood discovery
A node joining a new infrastructure has to discover its immediate neighbors prior to carrying
out authentication for network access; this is a well-known requirement, emphasized in adhoc communications [63]. In its first phase, the proposed solution leverages on the
neighborhood discovery system in place in the visited network to let the joining node identify
its neighbors and recognize those that belong to the same domain, for example, using the
”realm” domain of its neigbor nodes Network Access Identifiers (NAI) [71].
2) Regular authentication procedure
The authentication procedure between the joining client node and the Trust Center is kept
unchanged by the proposed solution.
3) End-to-end exchange
The end-to-end exchange between the joning node and the Trust Center e.g., channel
bindings exchange [62], is used to carry a set of keys, called neighbor Master Session Keys
(nMSKs), corresponding to the previously identified neighbors.
4) Set-up of security associations
Security associations between the joining node and its neighbors are set-up using nMSK as
a shared secret. While the joining node has received nMSK within the previous phase, each
neigbor is able to generate it from its stored keys, namely a derived seed that we call nKGS
(neigbor Key Generation Seed), and joining node’s identity received in the beginning of a
security association protocol run. IKE [64] is an example of such security association protocol
that can leverage on an existing shared secret between two nodes.
A protocol implementation of the proposed solution is described in Figure 6.
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Figure 7. Cross domain EAP-based re-authentication and network access control

4.2 ID privacy
The ID privacy subsystem includes ID randomization and resolution modules and a privacy
manager (this module is described in D3.3.1). As stated previously, these modules interact
with the authentication and network access control modules. They also interact with the key
management module.
The sensor mobility and cross-domain management contexts should be supported by ID
randomization and particularly ID resolution modules.

4.2.1 ID randomization/resolution
4.2.1.1 Tasks and actions
The ID randomization module is implemented at all sensor nodes that need to be privacy
protected (e.g., scenarios 1 and 4). Randomization is applied to all identifiers, but not all
randomized identifiers need to be resolved. Some of the identifiers (e.g., MAC address) are
simply randomized. Others identifiers (e.g., IP address, certificates) are derived based on
cross-layer synchronization. These identifiers should be resolvable by some network entities
(e.g., Gateway, network access control enforcement points).
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The ID resolution module is implemented at network access control points. The ID resolution
module provides likability between multiple pseudonyms, but do not reveal the real identity of
the sensor node. Only the Trust Center can resolve the real identity of the sensor node for
application-related operations.
The Trust Center is responsible of pseudonyms generation and their secure distribution to
control points. Generating pseudonyms by a trusted authority rather than the sensor node
itself avoids the issue of pseudonym ownership proof and verification. As example, if
MOBIKE [65] is used to change IP addresses chosen by the node, the control points should
perform a “return routability” check for each new address.

4.2.1.2 Protocol
We propose a pseudonym-based approach for ID randomization and resolution.
Anonymisation is applied at the different levels of the communication stack with cross-layer
synchronization. Some of the anonymized identifiers can be encrypted, and only nodes
holding decryption keys can resolve these pseudonyms. Some other identifiers are derived
rather based on lightweight cryptographic operations (e.g., hash functions). Other identifiers
are simply generated randomly and uncorrelated as in [43] or [45].
We distinguish between three groups of identifiers:
 Applicative identifiers: these identifiers consist of identifiers used in upper layer
headers. Since their resolution is required only at the communication end-points,
encryption operations can be used for ID anonymisation.
 Networking identifiers: these identifiers consist of identifiers used in networking layer
headers. Their resolution is required at multiple intermediate nodes (e.g., routers, access
control enforcement points). Lightweight cryptographic operations can be used for ID
randomization and resolution.
 Link-based identifiers: these identifiers consist of identifiers used in lower layer
headers. In the context of a WSN, these identifiers can be randomized and their
resolution may be omitted.
The mechanism introduced in the following sub-sections focuses on providing anonymization
for routing identifiers.

4.2.1.2.1 ID randomization
The Trust Center is responsible of generating pseudonyms for sensor nodes. Pseudonyms
are generated by means of a keyed function. We opted for keyed hash chains used in the
reverse order (e.g., [2]). The sensor node generates pseudonyms by computing the keyed
hash chains and using them in reverse order.
A keyed hash chain is derived by successive application of a keyed hash chain, denoted
Hash, using a key pMK (Privacy Master Key), over a random number, denoted r. A
pseudonym Pi derived from a keyed hash chain used in reverse order is computed as
follows:
Pi = Hash(m + 1 - i)(pMK, r)

(4.1)

(m-i)

Where Hash
means that the hash function is applied (m+1-i) times, m being the hash
chain length. The root of the hash chain in reverse order is given by Hashm(pMK, r). A
generated pseudonym Pi matches one of the pseudonymous identifiers depending on the
used Hash function (output function space). The key pMK could be derived from the keys
boostrapped by the authentication module (e.g., from EMSK).

Security:

Page 32 of 48

FP7-ICT-Contract 258280
Deliverable: Specification of a framework for identity management, authentication and
access control

The pseudonym information consists of roots of multiple keyed hash chains, their
corresponding keys and random numbers from which chains have been derived. For a given
sensor node, such pseudonym information is generated by the Trust Center. Only keys and
root hash chains are provisioned to control points.
After their generation by the Trust Center, pseudonyms are securely distributed to control
points during bootstrapping (first authentication) and re-authentication. The authentication
protocol EAP can be enhanced to distribute such information in a secure way based on
channel binding exchanges [62]. After successful EAP authentication, the authenticator, i.e.
the Gateway, receives credentials (e.g., MSK). These credentials will contain also the
pseudonym information. The authenticator will securely distribute credentials to the PANA
enforcement points (EPs) that are implemented in separate devices as described in [60].
Credentials contain the key and the root of a keyed hash chain. With this information, each
enforcement point can verify the anonymous messages received from a legitimate sensor
node.

Pseudonym
information

Pseudonym
information

Gateway

AAA server
Trust center

ID randomisation
proxies

Figure 8. Proxy-based ID randomisation
At the anonymous device level, its IDs can be randomized in two ways, depending on the
sensor node capabilities:
a) The sensor node can be capable of randomizing by itself its IDs. It can generate
pseudonymous network addresses based on the pseudonym information received
from the Trust Center during node authentication. In this case, the sensor node is
provisioned with the keys and random numbers to be able to generate the chains by
itself. Such keys could be derived from the keys generated after successful
authentication. For instance. The device may derive a seed key pKGS (Privacy Key
Generation Seed) from EMSK, from which it derives multiple rMK keys. To offload the
computation load on the sensor node, an alternative way is to securely provision the
sensor node with a list of already-computed pseudonyms.
b) The approach proposed in the previous subsection for ID randomisation requires from
the sensor device to regularly change all its IDs in a synchronized way. This can be
performed by only some sensor nodes from the network (e.g., routing nodes), but it
may not be practicable for end devices that are may be stateless and having sleeping
cycles. In order to continue to provide privacy protection for these devices, the
proposed approach could be enhanced by relying on proxies distributed within the
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WSN and responsible with the ID randomisation of these highly-resource-constrained
devices. Proxies should be located at one-hop from the devices (refer to Figure 8).
The role of proxies for ID randomisation could be played by the one-hop enforcement
points introduced by the network access control module in subsection 4.1.3. Proxies
secretly receive a set of pseudonyms generated for the anonymous devices as
described earlier in this subsection, from the Gateway, using for example the
mechanism in [68]. The pseudonymous information received by proxies is distributed
and managed by the Gateway, since this latter is responsible of selecting proxies
associated with the anonymous devices. Whenever proxies receive messages from
the devices to be routed toward the Gateway, they produce new messages including
the relayed messages from the devices and encrypted ID information on these
devices containing, for examples, their IP address and UDP port numbers. Messages
from proxies are sent using pseudonyms as source addresses. The proposed
approach does not require any actions from the anonymous devices since proxies
perform the ID randomisation on behalf of them; however, the approach provides ID
privacy protection only beyond one-hop from the anonymous devices.

4.2.1.2.2 ID resolution
The Trust Center retrieves a large list of pseudonym information of this form: {(pMKj,
Hashm(pMKj, r)}1≤j≤l. Subsets of this list are distributed to Gateways, to which the sensor
network is attempting to authenticate, either from within its home domain or a foreign
domain. Gateways will distribute the key and the root associated with a chain to each
enforcement point located in the vicinity of the sensor node.
We consider three levels of control points (Figure 9):
 First level: the first level consists of the home domain Trust Center that is deemed to be
the highest security authority in our considered architecture. The Trust Center is in
charge of providing a subset of pseudonym information to the following level control
points.
 Second level: this level generally consists of Gateways to which the sensor node
connects. After being provisioned with pseudonym information, Gateways are in charge
of providing in their turn a subset of this information to the third level control points.
 Third level: this level may consist of nodes used as enforcement points (e.g., PANA
EPs) to control access of the sensor node to the network. Generally, these enforcement
points are not collocated with the Gateway (e.g., the access point). For example, the firsthop neighbors of the senor node can be responsible of controlling access to the network.
Optionally, other control point levels could be considered like for example, defining a different
level for Gateways or enforcement point nodes subscribed to a different administrative
domain from the sensor node domain.
Each control point is provided with the capability to link pseudonyms of a given sensor node.
This capability is limited in time according to the control point level, i.e. lower levels have
shorter time capability than higher levels. The control points need to be provisioned regularly
with pseudonym information in order to be able to verify the legitimacy of the sensor node.
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Figure 9. A mobile sensor node authenticating to its home domain trust center in a
multi-domain infrastructure. Three levels of control points: enforcement points (EP) at
level 3, Gateways at level 2, and Trust Center (authentication server) at level 1.
The control points resolve the used pseudonyms based on the secret pseudonym
information provisioned to them. For instance, they will compute a keyed hash over the
received pseudonym and compare it with the previously used pseudonyms. If there is a
match, the pseudonym is valid and is linked to the communication flow with the old
pseudonym. Only these control points are able to link pseudonyms of a given sensor node.

4.3 Secure routing
4.3.1 Modules
The secure routing subsystem is dedicated to energy-efficient, secure and fault-tolerant
transport of data packets in the network including multi-owner systems. On the one hand,
there is a need to establish a routing that especially fits the needs for energy efficiency and
security, i.e. low latency in emergency situations, in any kind of network. Additionally, in a
multi-owner network, the rights of various services to access the resources of the network
need to be managed. Nodes from one service can route the packets of another with no direct
benefit to services of the node routing the packet. Therefore, metrics have to be generated
locally and over the network to allow decisions about optimal routing paths. Although the
TWISNet framework is established between network layer and application layer, additional
functionality has to be integrated with respect to the network layer. To separate functionality,
two modules have been established as add-on for an existing routing protocol. The Secure
Routing Protocol (SRP) module is responsible for collection of routing relevant information
and sending it to routing calculation instances. So this module may be quite independent of
the used network stack and may be also used in conjunction with other routing protocols, i.e.
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RPL. The Packet Forwarding (PF) module is responsible for calculation and establishment of
the routes based on the information gathered by SRP and forwarding the packets on these
routes. Using these two modules, the establishment of dedicated routes for certain services
is provided.

4.3.2 Secure routing protocol
4.3.2.1 Tasks and actions
The Secure Routing Protocol applies a local evaluation of routes to the neighbors in terms of
metrics as energy consumption and security. Therefore, links to the neighbors as well as the
local parameters of nodes are analyzed and send to one or more routing calculating
instances. The packet calculating instance, i.e. realized by the Packet Forwarding module,
uses the metrics to calculate optimized routes. SRP is designed to work with other packet
calculating instances, i.e. the routing calculation realized by the RPL protocol [66].
To enable energy-efficient and secure routing, local metrics have to be defined to improve
fair and secure distribution of packets for routing also in multi-owner mesh networks. A
number of fair routing schemes have been developed, which rely on additional information
from the neighbors, i.e. energy supply type (mains powered or battery), battery status,
ownership and the number of routed packets from a certain source. By using this information
as additional additive or multiplicative link or node weights in the network graph, either
constraints can be established to force using routes with certain parameters (i.e. use nodes
of owner A and B only) or it can be used as metric to find optimum routes with respect to
certain parameters. This module only takes local metrics into account, meaning information
that a node is able to obtain locally in cooperation with its direct neighbors. As most networks
are not full meshed networks, we do not assume a full meshed network here but at least a
network topology, which allows some routing path options. For example, an additional tree
topology with additional links between router devices in order to have a kind of mesh links.
We propose to basically rely on a subset of metrics proposed in [66] and to adapt and extend
it by parameters needed for multi-owner network security. The scheme is intended to work
with RPL routing [67] but can be used by other routing procedures too. It defines a set of link
and node metrics and constraints for low power and lossy networks as well as techniques for
their application. Further functionality may be added later.
In detail, the following node and link local information is defined in so called objects to be
used as constraint or metric.
 A Node Energy metric is used to gather information about the energy status of a node.
This includes characteristics on power source, current power consumption and estimated
lifetime.
 A Hop Count metric reports the number of traversed nodes along a certain route
regarding a central node.
 A Link Throughput object is used to report the currently available and maximum
throughput of a certain link.
 A Latency object gives information on latency regarding certain links or paths.
 A Link Reliability object can be used to gather information on the link quality level and on
probability of communication success.
 A Node Color object is used to mark certain links by users or the nodes itself in order to
avoid or prefer them.
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For the TWISNet architecture, these metrics are extended by the following objects.
 A Node Owner object gives information about the owner of a certain node and reports
parameters of the availability of this node for certain services of other owners.
 A Node Trustworthiness object contains information gathered by monitoring the network
to report trustworthiness of a certain node.
 A Node Security Capability object contains information of the security features supported
by a node.

Figure 10: Example network running SRP; the central router node collects local
available information like its energy state and the link quality with the neighboring
nodes and sends it to the routing calculating instance
Further objects may be added easily in the future.
From the security point of view, the metrics have to be protected against attackers regarding
possible abuses. False good metrics, which an attacker may set to route certain packets over
their own nodes or over certain routes have to be detected. The attack on a certain link to
manipulate a metric like link quality has to be coped but is not a task of the routing protocol.
The visibility of these metrics has to be protected in general, to avoid presenting weaknesses
of a node or a link to an attacker, e.g., a low energy level.

4.3.2.2 Protocol
In case of TWISNet, a balance between energy consumption and security has to be
implemented also in establishment of dedicated routes. This can be achieved by a dynamic
prioritization scheme of several metrics by using adequate objective functions. This allows
using higher security but maybe less energy efficient paths for certain services whereas
energy optimized paths are used for less security critical services.
Following metrics are defined to be used as metrics or constraints in detail based on the
metrics defined in [66].
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a) Node Energy metric
The Node Energy (NE) metric contains information about the self-evaluation of the energy
consumption and storage of a node. It contains the following attributes:
 Node Type: This attribute describes the power source of a node, which may be either
mains-powered, battery-powered or an energy harvesting device.
 Estimated-Energy: This parameter reflects a self-evaluation of the nodes energetic
state. According to [66], for battery powered devices, E-E is the current expected
lifetime divided by the desired minimum lifetime, in units of percent.
This metric is delivered to all neighboring nodes during the association process and updated
periodically, i.e. added to normal data packet transmission.
b) Hop-Count Metric
The HP metric is used to report the number of traversed nodes along a certain path. In
TWISNet network topology, the HP contains the number of hops to the coordinator of the
network.
This metric is delivered to all neighboring nodes during the association process and updated
periodically, i.e. added to normal data packet transmission.
c) Throughput Metric
The Throughput metric is used to report the currently available and maximum throughput of a
certain link, which strongly depends on duty cycle and so, on battery consumption.
Throughput is expressed in bytes per second.
This metric is generated in cooperation with neighboring links on a link by link basis.
d) Latency Metric
The Latency metric gives information on latency regarding certain links when using it as
recorded metric or regarding certain paths when using it as aggregated metric. Latency is
expressed in microseconds.
This metric is generated in cooperation with neighboring links on a link by link basis.
e) Link Reliability
The Link Reliability (LR) metric is used to gather information on the link quality level and on
the probability of communication success.
The LR object contains the following attributes whereas at least one has to be present.
 The Link Quality Level (LQL) indicates the link quality. In case of TWISNet
architecture, this is represented by a RSSI value.
 The Expected Transmission Count (ETX) metric is the number of transmissions a
node expects to make to a destination in order to successfully deliver a packet. This
is based on the packet error rate.
This metric is generated in cooperation with neighboring links on a link by link basis.
f) Link Color Object
The Link Color (LC) consists of a number of flags used to mark certain links by users or the
nodes itself in order to avoid or prefer them.
In case of TWISNet, this is extended to establish a service-path matrix, which is used to
constrain certain services to dedicated paths only.
This metric is set by the user locally.
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g) Node Owner Metric
A Node Owner (NO) metric gives information of the owner of a certain node and reports
parameters regading the availability of this node for certain services of other owners.
The availability is marked by a flag to indicate the general binary permission to be used by
other owner’s services. A finer granularity is achieved first by giving permissions for certain
users only and second by adding flags for certain services, e.g., routing or cooperative
behavior monitoring. In this way, a simple local user control with the entries user and service
is established.
This metric is delivered to all neighboring nodes during the association process and updated
periodically, i.e. added to normal data packet transmission.
h) Node Trustworthiness Object
A Node Trustworthiness (NT) object contains information gathered by monitoring the network
to report the trustworthiness of a certain node.
The trustworthiness is defined with respect to certain services. It may use the evaluation
results of the FABD and DTE modules.
This metric is delivered by the central trustworthiness agent to all nodes neighboring a
certain node.
i) Node Security Capability
The Node Security Capability object contains information of the security features supported
by a node. This includes supported security services and algorithms, for example
public/private key encryption, authentication and encryption hardware support.

Figure 11: SRP node entry example; the node contains its own available node metrics
as well as a list of link metrics to its neighbors
This metric is delivered to all neighboring nodes during the association process and updated
periodically, i.e. added to normal data packet transmission.The mentioned metrics are
collected by SRP locally on each node and send to routing calculation instances. There, a
routing calculation unit, i.e. TWISNet PF or RPL may calculate optimized routes based on
SRP metrics and additional information.To protect the metrics against attackers regarding
possible abuses, the following actions are taken.
 False good metrics, which an attacker may set to route certain packets over their own
nodes or over certain other routes have to be coped. As the detection itself is hard to
perform in case the metrics are correct, attributes can be set to use certain routes only
for certain services (see LC object).
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 The attack on a certain link to manipulate a metric like link quality has to be coped but is
not a task of the routing protocol. The attack can be detected by analyzing improbable
metric changes, i.e. using TWISNet FABD.
The visibility of these metrics has to be protected in general, to avoid presenting weaknesses
of a node or a link to an attacker, e.g., a low energy level. This is achieved by using
authentication and sufficient confidentiality levels for communication.

4.3.3 Packet forwarding
4.3.3.1 Tasks and actions
The Packet Forwarding (PF) module performs packet forwarding towards the destination by
creating routing decisions based on metrics and constraints gathered by the Secure Routing
Protocol module and other available information, i.e. from the Network Access Control and
Connection Sharing modules.
Therefore, PF runs at routing calculation instances, i.e. at the coordinator of a WSN, and
calculates routing decisions and propagates it to the nodes. Establishment as well as
maintenance of the routes is main task of this module.
As most networks are not full meshed networks, we do not assume a full meshed network
here but a topology, which features at least some additional routes to offer routing path
options. This allows applying the security concepts to a variety of existing network topologies
without excluding mesh network based security advantages.
The basic concept of PF is the establishment of dedicated routes additional to an existing
standard routing protocol. It is assumed that the PF instance is aware of the actual network
structure and able to calculate optimal routes for certain criteria. Optimized routes are
propagated to the nodes in dedicated routing tables and can be used if needed. The
proposed scheme features energy efficiency, scalability and mobility by using a hybrid
approach of proactive routing, where all nodes know a part of the whole network and reactive
routing where a route is determined when it is needed.
Basically, the routing scheme relies on knowledge of the metrics described in the Secure
Routing Protocol and additional information regarding their associations in the network.

4.3.3.2 Protocol
For proof of the security concepts, we propose a network featuring at least a mesh-like
topology like an extended tree topology with a coordinator as central node, several routers,
which are able to have more than one child node and end nodes, which are leaf nodes in the
topology. Additionally, dedicated routers are allowed to create associations with other routers
to create a kind of mesh topology. This allows to proof security and energy efficiency
concepts, which rely on having different routing options to send a message between two
nodes.
We propose a routing scheme, where any router gathers the information described in the
Secure Routing Protocol section from its neighboring routers and updates it regularly.
Updates may be done by requesting a neighboring node for its actual metric or by receiving
an indication of a neighboring node to update a certain value. The information is used at the
routing calculation instance where optimized routes are calculated using the Dijkstra
algorithm. This saves network traffic and memory compared to a distributed routing scheme.
We propose at least three standard objectives for routing.
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The standard objective for normal operation is energy efficient routing. Here, latency and
throughput are less important than the node energy and hop count metrics. If possible, the
optimization tries to use nodes with highest energy reserves available whereas the hop count
does not exceed a maximum of the hop count of the shortest path plus a predefined offset,
e.g., 20%.
In case of firmware or credential updates over the air, reliability and trustworthiness of links is
set as most important metric for routing. Therefore, routes are chosen that are assumed to
be failure resistant and that satisfy certain security constraints, e.g., using a dedicated
encryption scheme.
For emergency situations, dedicated routes featuring low latency and high reliability are
taken as constraints.

Figure 12: Example network structure using PF; the black lines indicate standard
routing; the blue and green lines indicate additional PF routes optimized on certain
criteria; note that only routers (R) are able to connect to more than one node in
common WSN; end devices (D) may be start or end points of PF only
Further objectives may be defined additional to these standard objectives to satisfy dedicated
user needs. Therefore, PF includes a configurable structure where a number of objectives
can be stored and activated packet-wise individually. Unique objective IDs are defined for
any standard and user defined objective. A sender marks a packet with an objective ID that
the receiver is able to determine the best next hop based on the objective function. If the
receiver does not know the function belonging to a certain objective ID, it requests it from the
sender of the packet.
Dedicated routes with respect to the objective functions may be established additional to the
exiting routing. A route from A to B regarding an objective function is requested by a higher
layer application or by a router in the network. The optimized route is requested from the
routing calculating instance, i.e. the coordinator. The coordinator then sends the information
of the full path to the first node A of the path with an establishment packet. Node A stores the
criteria ID and the next hop in a dedicated PF routing table and sends the remaining path
information to the next hop on the path. This one also stores the criteria ID and the next hop
as well as optionally the previous hop to allow bidirectional communication. In most
application cases, a unidirectional path may be sufficient, e.g., when sending information to
the coordinator. Nevertheless, if an acknowledgement or answer is needed to be routed by
the same criteria, the channel has to be bidirectional. The other nodes on the path apply the
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same protocol until B is reached. Therefore, not only an optimized route from A to B is
established regarding the objective functions but also from all intermediate nodes to the end
node B or to A in bidirectional case.
The routers can store additional channels until the additional routing table is filled. The
information on load of the routing table can be seen as additional metric gathered by SRP.
Therefore, the coordinator is able to include this information in the objective function and not
to use this router or to send a delete request of a certain channel to the router to allow the
establishment of new routes. Delete packets work like establishment packets to delete
certain channels.
A route can include 48 hops when using an UDP/6LoWPAN stack as there are 96 Byte of
payload and 2 Byte short addresses used. This may be extended by establishing continuous
paths, like routing from A to B: first routes from A to C and then from C to B.
The coordinator saves all established routes for maintenance reasons. Also, higher layers
may be allowed to access a list of established routes. In case of a broken link, the PF on a
router, which detects that a link is not valid anymore, sends a new request for establishment
to the coordinator to repair the route by calculating a new route and deleting the old one.
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5. CONCLUSION
This deliverable describes the security solutions relative to task 3.2 that are used in the
TWISNet security framework.
After a state of the art study, the security solutions focused on providing ID randomization
and resolution mechanism, authentication and network access control extensions supporting
fast re-authentication in single and multi-domain contexts, and secure routing allowing for
fairness and energy-efficiency.
The deliverable presents the architecture of the task framework with the identified security
solutions as modules. The architecture description shows that the identified modules interact
mostly with each other.
A detailed description of these modules is presented. Based on the Authentication and
Mobility Management (AMM) module, authentication of multiple nodes can be provided
through either simultaneous operations or an aggregated exchange. The Network Access
Control (NAC) module proposes extensions allowing the provision of mobile nodes with the
necessary cryptographic materials to establish security associations in particular within a
foreign network. The ID Privacy (IDP) module introduces an ID randomization and resolution
mechanism that relies on changing pseudonyms associated with a given node generated by
a Trust Center and distributed only to the control points in the network and the node in
question. Secure routing mechanism with multi-level metrics is proposed to provide fairness
and energy efficiency. It manages energy-efficient, secure and fault-tolerant transport of data
packets in the network, taking into account also multi-owner systems. To separate its
functionality, two modules have been established as add-on for an existing routing protocol.
The Secure Routing Protocol (SRP) module is responsible for collection of routing relevant
information and sending it to routing calculation instances; whereas the Packet Forwarding
(PF) module is responsible for calculation and establishment of the routes based on the
information gathered by SRP and forwarding the packets on these routes. Using these two
modules, the establishment of dedicated routes for certain services or owners is provided.
The described modules fit the general picture of the identity management framework. In
particular, the selection of protocols for authentication (e.g., EAP over PANA or over LANs)
supporting multi-domain sensor mobility (e.g., AAA protocols), and for routing and packet
forwarding (e.g., RPL) will depend on the common security functionalities that will be
provided by the TWISNet framework (e.g., secure UDP connection), as well as, the expected
interactions with the other modules (e.g., key management, security adaptation, mediation
layer) with the aim to ease the integration of these modules within the framework. The
specification of the modules will be finalized in work package 4 by selecting appropriate
cryptographic methods and functions (e.g., pre-shared keys, hash functions) based on the
hardware implementation of sensor nodes in work package 4.
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